POST ON BULLETIN BOARD
DRILL STATUS GUARDSMAN
POSITION VACANCY ANNOUNCEMENT
143 10S, WASHINGTON AIR NATIONAL GUARD
DSG ANNOUNCEMENT # 16-03-002

WASHINGTON AIR NATIONAL GUARD OPENING DATE: CLOSING POSITION
DATE: NUMBER:

143 Information Operations Squadron
101 41°* Division Way. 02 March 2016 Until Filled
Camp Murray, WA 98430

0102958034

POSITION TITLE, GRADE, AFSC, FACILITY:

Cyberspace Protection Team, MSgt or Promotable TSgt 3D073

MINIMUM REQUIREMENTS FOR CONSIDERATION:

1. Must be a MSgt or Promotable TSgt

2. Must possess strong cyber knowledge and skills

3. Must meet the Air Force physical fitness standards

4. Must possess a current or able to obtain a TOP SECRET security clearance

SPECIALIZED EXPERIENCE: (Note 2)

e This is not an entry-level position.

e  Must demonstrate exceptional leadership qualities and interpersonal skills.

e  Must set an example in terms of compliance with Dress and Personal Appearance

e  Must have the ability to advise the Superintendent on issues relating to enlisted force management.

e |dentifies potential threats and manages resolution of communications security incidents. Enforces national, DoD
and Air Force security policies and directives to ensure Confidentiality, Integrity and Availability (CIA) of IS
resources.

e Ability to formulate policies, direct and coordinate cyber information system activities.

e Ability to conduct, assemble and review training products for maintenance personnel.

e Strong oral and written communications skills to include counseling and documentation techniques.

e Demonstrated initiative and ability to identify and solve problems independently, consistent with Commander’s

expectations.

Ability to demonstrate strong technical problem solving skills, while providing creative and resourceful solutions.

e Ability to manage multiple tasks while handling a large volume of work, with frequent interruptions.

e Knowledge of and experience in Air National Guard and Air Force leadership and management concepts, practices,
and objectives.

e  Must be able to obtain and maintain a TS / SCI Security Clearance within one year may be removed from this
position.

OTHER REQUIREMENTS:

AREA OF CONSIDERATION:

All members of the Washington Air National Guard and those who are prior service and eligible to enlist in WA ANG

WORKING CONDITIONS:

Work will be conducted inside.

SUMMARY OF DUTIES: (Note 2)
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This position is located in an Information Operations Squadron. This unit helps protect the nation’s war-fighter
information systems, computer networks and installation critical infrastructure. Purpose of position is to serve as a
senior IA team member and advisor to the Flight Chief providing functions such as audits and enforces the compliance
of cybersecurity procedures and investigates security-related incidents to include classified message incidents, classified
file incidents, classified data spillage, unauthorized device connections, and unauthorized network access to ensure
squadron readiness for Cyber Protection Teams (CPT) for the Department of Defense worldwide. Develops and
manages the cybersecurity program and monitors emerging security technologies and industry best practices while
providing guidance to unit level Information Assurance (1A) Officers as a part of CPT survey, secure, and protect
mission and other operational taskings. Provides leadership with recommendations and guidance on technical and
personnel issues. Trains and evaluates personnel in technical skills, management and leadership. Organizes and
manages personnel, technical and administrative tasks. Performs other duties as assigned.

INFORMATION
(Do Not Make Changes To This Section)
1. This is a Traditional Guard position.
2. The unit POC for this announcement must submit a completed DSG Selection Package to the FSF/FSS
certifying validity of the interview and selection process.

INSTRUCTIONS TO APPLICANTS

APPLICATION REQUIREMENTS: (Note 3)
1. Resume
2. VMPF records review
3. Current passing fitness test score
4. Letters of recommendation (optional)
5. Proof of membership in a Professional Military Organization (Optional)
6. Examples of Decorations/of the Year/EPRs you have submitted (Optional)
7. Copy of mission/technical certificates

EMAIL RESUME TO: OR SEND TO:
Stephen.c.nolan.mil@mail.mil 143 10S/CCC
101 41* Division Way.
Camp Murray, WA 98430
Attn: CMSgt Stephen Nolan

EQUAL OPPORTUNITY: This position will be filled without regard to race, color, religion, age,
gender, factor consideration, selection, and placement of applications.

Note 1: This section is to be used if retraining is authorized. Refer to the Specialty Qualifications paragraph for
this AFSC in the current AFECD/AFOCD.

Note 2: To determine requirements for this section, utilize any or all of the following for assistance:
AFECD/AFOCD, CFEPS, Master Training plans, previous job taskings, specific non-traditional AFSC taskings,
Note 3: These are the minimum requirements. Do not remove any items. Additional documentation may be
requested provided no HIPPA or Privacy Act rules are violated. Documents may include: letter of interest,
evaluations, letters of recommendation, certifications
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