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delegated agency authority, do not have a supervisory role, and do not serve in an
administrative capacity.Records held by CIRT volunteers who meet this criteria are not
subject to the Public Records Act.

Eligibility: Membership in the CIRT is open to employees of all public entities and select
private entities within the State of Washington who possess relevant cybersecurity skills
and expertise, meet the minimum credentialling standard documented in the program
handbook, have received appropriate training, are employed by a Sponsoring Organization
and have passed an appropriate background check.

Sponsoring Organization: A Sponsoring Organization is an entity that supports the
voluntary participation in the CIRT of an employee who performs cybersecurity functions
for the entity. Sponsoring Organizations include local units of government, public utilities,
health care facilities, school districts, private organizations such as managed service
providers supporting cybersecurity in the public sector, financial institutions, higher
education, state government agencies, law enforcement, insurance, and related
organizations. A Sponsoring Organization must sign and comply with the terms of a CIRT
Member Employer Agreement before its eligible employee may participate as a CIRT

volunteer.

4. Types of Memberships: There are three types of CIRT membership. They are as follows:

a. CIRT Affiliate: CIRT Affiliates are CIRT members who hold key positions of responsibility
in private or public-sector critical infrastructure IT or cybersecurity departments but
who are not General Members or Incident Responders. CIRT Affiliates are eligible for
participating in general cybersecurity awareness or skills-related training activities. CIRT
Affiliates are not allowed to participate in any incident response activities.

b. General Members: CIRT General Members are eligible to participate in the statewide
cybersecurity information-sharing platform. The purpose of the General Membership
volunteers is to widely disseminate cybersecurity threat and vulnerability information to
Organizations on relevant information to network owners within the State of
Washington. General Members are allowed to participate in CIRT Collaboration Calls
and participate in the Quarterly Training Program and other training opportunities.
General Members are not allowed to participate in any incident response activities.

c. Incident Responder: CIRT General Members may become Incident Responders once
they have done the following:

i.  Completed and submitted a formal CIRT Membership Application, to
include registration as an Emergency Worker in the State of Washington.

ii.  Submitted a signed CIRT Non-disclosure Agreement.
iii.  Obtained an InfraGard membership or TSA Known Traveler Number.
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