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POST ON BULLETIN BOARD 
DRILL STATUS GUARDSMAN 

 POSITION VACANCY ANNOUNCEMENT 
242D COMBAT COMMUNICATIONS SQUADRON 

 WASHINGTON AIR NATIONAL GUARD 
DSG ANNOUNCEMENT # FY-25-04-030 

WASHINGTON AIR NATIONAL 
GUARD 

OPENING 
DATE: 

CLOSING 
DATE: 

POSITION   
NUMBERS: 

242d Combat Communications Squadron  
15 S Graham Rd, Bldg 447 
Fairchild AFB, WA 99011 

22 April 2025 13 June 25 0102966034 
0102967134 

POSITION TITLE, GRADE, AFSC, FACILITY: 
Cyber Defense Operations, 1D791, SMSgt 
MINIMUM REQUIREMENTS FOR CONSIDERATION: 
Senior Master Sergeant or promotable Master Sergeant, and obtain the 1D7XX AFSC within 1 year 
of selection.  Qualification in and possession of AFSC 3D171/72/73/74/77 or 3D071/72/73/74 is 
desired.  Meets time in service (TIS), time in grade (TIG) and PME requirement. Meets Air Force 
fitness standards.   
*CCAF degree is required. Associates Degree from CCAF may be in any area of study (AFI 36-
2502).  
AREA OF CONSIDERATION: 
All current members of the Air National Guard and those eligible for appointment in the Washington Air 
National Guard Membership. 
WORKING CONDITIONS: 
Works inside and outside, and in inclement weather, on icy, wet and slippery surfaces, or in hot dusty 
environments.  Subject to hazards of electrical voltages and currents. 
SUMMARY OF DUTIES:    
Provides networked application resources by designing, configuring, installing, and managing data 
services, operating system and server applications.  Provides directory services utilizing dynamically-
assigned internet protocol (IP) addresses, domain name server (DNS), network storage devices, and 
electronic messaging resources.  Manages secure authentication methods utilizing public key 
infrastructure (PKI) technologies and procedures.  Standardizes user privileges and system settings 
using automated deployment tools such as Group Policy Management Console (GMPC) and System 
Management Server (SMS).  Implements server and special mission system security fixes, operating 
system patches, and antivirus software.  Develops, tests, and implements local restoral and 
contingency operations plans.  Processes and reviews C4 systems requirement documentation, 
telecommunication service requests, status of acquisition messages, and telecommunication service 
orders.  Performs strategic and budget planning for networks. Performs system resource management, 
to include load and capacity planning and balance. Creates, administers, and audits system accounts.  
Performs system-wide backups and data recovery. Ensures continuing systems operability by 
providing ongoing optimization and problem solving support.  Applies computer security policies to 
safeguard systems and information.  Categorizes, isolates, and resolves system problems.  Performs 
fault recovery by validating, isolating, correcting faults, and verifying service restoral with 
customers.  Processes, documents and coordinates resolution of trouble calls from lower support 
echelons.  Processes scheduled and authorized outages.  Submits outage reports in response to 
unscheduled outages.   
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SPECIALIZED EXPERIENCE: 
Manages, installs, supports and maintains server operating systems or other computer systems and the 
software applications pertinent to its operation, while also ensuring current defensive mechanisms are 
in place.  Directs response to service outages and interruptions to network operations.  Administers 
server-based networked systems, distributed applications, network storage, messaging, and 
application monitoring required to provision, sustain, operate and integrate cyber networked systems 
and applications in garrison and at deployed locations.  Supports identification, reconnaissance and 
remediation of vulnerabilities while enhancing capabilities within cyber environments to achieve 
desired affects.  Ensures personnel are trained, equipped, and available to perform the assigned 
mission. 

OTHER REQUIREMENTS:  
* Must have or be able to acquire a TOP SECRET security clearance. For award and retention of 
AFSC, completion of a current Single Scope Background Investigation (SSBI) according to AFI 31-
501, Personnel Security Program Management, is mandatory.  
* Completion of E6ACW3DX9X 00AA Cyberspace 9-level Course is required.  

 INFORMATION  
1. If selectee is an AGR, assumption of position cannot be made until the Manning Change Request 

(MCR) has been approved by NGB.    
2. If this is a promotion announcement, but a change is required to the manning document – the 

promotion package may not be submitted until the Manning Change Request (MCR) has been 
approved by NGB.  

The unit POC for this announcement must submit a completed DSG Selection Package to the FSS 
certifying validity of the interview and selection process. 
APPLICATION REQUIREMENTS:  
1. Resume cover letter explaining your desire to serve in this position. 
2. Resume (Resume should include chronological listing of all military service. Include inclusive 

dates, branches of service, units and location assigned, and a brief recap of duties) 
3. Current Report of Individual Person (RIP) 
4. Point Credit Summary (PCARS) from vMPF 
5. Current Fitness Assessment Report 
6. Letter(s) of Recommendation (Optional) 

EMAIL RESUME TO:  
TSgt Junelee De Pio 

junelee.de_pio.3@us.af.mil 
 
 

Applications must be received NLT 1200 on 
closing date. 

OR SEND TO:  
242 CBCS/CCQP 

15 S GRAHAM RD, BLDG 447 
FAIRCHILD AFB WA 99011-6015 

 
Applications must be received NLT 1200 on closing 
date. 

 
EQUAL OPPORTUNITY:  This position will be filled without regard to race, color, religion, 

age, gender, or any other non-merit factor consideration. Selection and placement of applications 
will be in accordance with Washington National Guard Placement & Merit Promotion Plan. 
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