DRILL STATUS GUARDSMAN
POSITION VACANCY ANNOUNCEMENT
252d OPERATIONS SUPPORT FLIGHT
WASHINGTON AIR NATIONAL GUARD
DSG ANNOUNCEMENT # 25-09

WASHINGTON AIR NATIONAL GUARD OPENING CLOSING POSITION
DATE: DATE: NUMBER:

252d Operations Support Flight
855 Lincoln Blvd, JBLM, WA 98438 24 Feb 25 24 Apr 25 0102954634

AFSC, POSITION TITLE, GRADE:

1D7X1, Systems Operations, MSgt promotable

MINIMUM REQUIREMENTS FOR CONSIDERATION:

1. Must possess or be eligible to obtain a TOP SECRET/SCI security clearance.
2. Minimum grade for this position is E-7/TSgt.

3. Must possess 1D7X1 AFSC, at either the 5- or 7-level.

4. Must possess or be able to obtain SEC+ or equivalent 8570 certification.

5. Must meet USAF physical fitness standards.

SPECIALIZED EXPERIENCE:

1. Demonstrated initiative and ability to identify and solve problems independently, consistent with
Commander’s expectations.

2. Knowledge of information technology (IT) security and information protection methods and
techniques to include using various computer operating systems, firewalls, and intrusion detection
software. Experience and knowledge of network systems design, development, testing,
installation, operating, management, maintenance concepts and methods, and/or programming
and scripting languages to provide and protect network services.

3. Knowledge of network security and cryptographic equipment configurations

4. Creates and maintains training systems using diverse computer hardware and software
applications.

5. Knowledge of communication and switching systems principles of operation and technologies to
include technical skills to perform installation and troubleshooting of communication/networked
systems.

6. Ability to lead and work independent of direct supervision when necessary.

OTHER REQUIREMENTS:

1. Expected to attend Regularly Scheduled Drill periods, Annual Training, and remain eligible for
Worldwide Deployments.

AREA OF CONSIDERATION:

All members of the Air National Guard and those who are eligible to serve in WA ANG.

WORKING CONDITIONS:

Most of the selectee’s time will be working within an office with the 252 OSF staff in an unclass
environment; additional time may be spent working within a SCIF environment. Travel may be
required from time to time.

SUMMARY OF DUTIES:
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Serves as primary customer support specialist for the classified and unclassified systems used
throughout the unit, provides systems administration support, maintains workstation and server
hardware and software. Serves as a technical expert and focal point for the installation and
configuration of hardware and software on computers and data associated with assigned systems.

Performs network operations to enable Cyber Protection Team (CPT) missions. Conducts missions to
build, deploy, and sustain the Cyber Vulnerability Assessment/Hunt (CVA/H) weapon system.
Prepares training for traditional guardsman to support CPT missions and build/trouble shoot the
CVA/H weapon system. Member should be familiar with Windows and Unix/Linux based server-
client models, basic PC repair, network fundamentals, OSI model, and routing/switching protocols.
Member should be familiar with a variety of operating systems and command line based tools to
include Linux, Cisco, and Windows. Troubleshoots application server hardware, operating system
software, and peripheral network equipment such as routers, bridges, switches, attached cabling
system, network interface cards, modems, multiplexers, and concentrators. Assists with oversight and
maintenance of the squadron’s virtual training range(s), a suite of servers, routers, switches, hubs and
other devices which can be configured with a variety of different operating systems in various
versions, and with pre-programmed vulnerabilities, to be used in Computer Network Operations
(CNO) training. Consults with subordinates, supervisors, specialists, vendors, and sister IO squadrons
to maintain training range devices that realistically emulate Air Force networks and are flexibly re-
configurable to emulate the network(s) of a specific Air Force base as needed to prepare for
vulnerability assessment missions. They are responsible for the daily operation, software,
configuration modification and preventive maintenance inspections on all network equipment.

INFORMATION

1. If selectee is an AGR, assumption of position cannot be made until the Manning Change Request
(MCR) has been approved by NGB.

2. If this is a promotion announcement, but a change is required to the manning document — the
promotion package may not be submitted until the Manning Change Request (MCR) has been
approved by NGB.

3. The unit POC for this announcement must submit a completed DSG Selection Package to the FSS
certifying validity of the interview and selection process.

INSTRUCTIONS TO APPLICANTS

APPLICATION REQUIREMENTS:

1. Cover Letter

2. Resume that validates member can perform duties outlined in SUMMARY OF DUTIES
3. vMPF RIP (within 30 days)

4. Current Fitness Assessment Results

EMAIL APPLICATION TO:
Maj Russell Waterman
russell.waterman.2(@us.af.mil
Subject line must read: 252 OSF 1D7 Application
Applications must be received NLT 1200 on closing date.

EQUAL OPPORTUNITY: This position will be filled without regard to race, color, religion,
age, gender, or any other non-merit factor consideration. Selection and placement of applications
will be in accordance with Washington National Guard Placement & Merit Promotion Plan.

WA ANG Form 60, 1 Oct 2002





