TRADITIONAL GUARD POSITION VACANCY ANNOUNCEMENT
194th Communications Flight
Washington Air National Guard
TG ANNOUNCEMENT # 22-60

WASHINGTON AIR NATIONAL GUARD OPENING DATE: CLOSING POSITION
DATE: NUMBER:

101 41st Division Way

Camp Murray, WA 98430-1002 15 Oct 2022 Until Filled 0102962834

POSITION TITLE, GRADE, AFSC, FACILITY:

Cyber Defense Operations Apprentice, AB (E-1) — SSgt (E-5), 1D731R, Building 101, Camp Murray, WA

MINIMUM REQUIREMENTS FOR CONSIDERATION:

1. Must possess or beeligible to retrain asa 1D731R AFSC within 12 months of assignment, complete the suffix-
specific course, and meetall worldwide deploymentrequirements.

2. Must meetthe Air Force physical fitness standards.

3. Must possess or be able to obtain a shredout-specific security clearance.
For 1D7X1A, B, or D: Completion of a current Tier 5 (T5), Top Secret.
For 1D7X1E, K, or R: completion of a current Tier 3 (T3), Secret.

4. Candidatesmust meetthe minimum MAGE or alternate minimum for 1D7X1: E:60, EDPT:57 or E:55, Cyber-
Test 60, EDPT:57; or G:64, EDPT:57; or G:54, Cyber-Test 60, EDPT:57.

5. All other requirements defined in the AFECD must be met for consideration.

SPECIALIZED EXPERIENCE:

This is an entry-level position. For entry into this specialty, completion of high school or general educational
developmentequivalency is mandatory. Additionalcourses in Science, Technology, Engineering, and Mathematics
(STEM) aredesirable. Associate degree or higher in related fields and/or Information Technology (I T) certification is
desirable.

OTHER REQUIRMENTS:

Expected to attend allRSDs, Annual Field Training, and remain eligible for worldwide deployments.

AREA OF CONSIDERATION:

All members of the Washington Air National Guard and those eligible to enlist in the Washington Air National Guard.

WORKING CONDITIONS:

Work will be conducted both inside and outside, day and night, and in inclement weather.

SUMMARY OF DUTIES:

Responds to disruptions within the pertinent domain to mitigate immediate and potential threats. Uses mitigation, preparedness, and
response and recovery approaches to maximize survival of life, preservation of property, and information security. Investigates and
analyzes relevant response activities and evaluates the effectiveness of and improvements to existing practices. Tests, implements,
deploys, maintains, reviews, and administers the infrastructure hardware, software, and documentation that are required to effectively
manage network defense resources. Uses defensive measures and information collected from a variety of sources to identify, analyze,
and report events that occur or might occur within the network in order to protect information, information systems, and networks from
threats. Uses data collected from a variety of cyber defense tools (e.g., Intrusion detection system alerts, firewalls, network traffic logs.)
to analyze events that occur within their environments for the purposes of mitigating threats. Installs, configures, troubleshoots, and
maintains server and systems configurations (hardware and software) to ensure their confidentiality, integrity, and availability.
Administers server-based systems, security devices, distributed applications, network storage, messaging, and performs systems
monitoring. Consults on network, application, and customer service issues to support computer systems’ security and sustainability.
Deploys, sustains, troubleshoots, and repairs standard radio frequency wireless, line-in-sight, wideband, and ground-based satellite and
encryption transmission devices in a fixed and deployed environment. Included are multiple waveform systems. Establishes and
maintains circuits, configures and manages system and network connectivity.

INSTRUCTIONS TO APPLICANTS

APPLICATION REQUIREMENTS:

State to State applicants must provide the following forms (Instructions included) and certify that:

1. Youare current on all Performance Reports (Exception is current report with good statuseven if it is not finalized)

2. All Individual Medical Readiness (IMR) show all “Green” and a screenshot is provided with the application

3. Understand that reenlistment waivers/ETPs for enlisted applicantsdisqualified for reenlistment under AFl 36-2606,
Table 12.2, will be considered on a case by case basis.

4. AF Form 1288, Application For Ready Reserve Assignment. NOTE: First Endorsement Section to end of form,
completed after you are selected for vacancy. (Ref# 16-20 below)
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1. Block 1: Enter name asindicated on the form. This includes applicant’s full middle name. Ifapplicantdoes

nothave a middle name use “NMN”.

2. Block 2: Enter Rank. Do notuse pay grade (i.e. use “TSgt” not “E-6")

3. Block 3: Date of Rankin YYYYMMDD format

4. Blocks 7 through 7: Self-explanatory

5. Block 8: Enter DOB in YYYYMMDD format

6. Block 9: Enter in inches (i.e. 5° 7” should be entered as 67”)

7. Block 10: Self-explanatory

8. Block 11: This is the applicant’s Veterans Administration (VA) disability rating. If not receiving a rating,

enter 0%

9. Block 12: Applicant’s ETS in YYYYMMDD format

10. Blocks 13 through 14: Self-explanatory

11. Block 15: Inaddition to information that is self-explanatory, applicant should provide a good POC at losing

MPS (Rank, First, Last Name)so thatthe MSG CSS can forward completed 1288/DD4.

12. Blocks 16 through 19: Self-explanatory

13. Block 20: Can enter“See Resume” if resume includes this information

14. Blocks 21 through 27: Read and understand placing full initials in the adjacent box

15. Sign and date bottom

16. First Endorsement: Signed by approvalauthority ordesignated approvalauthority (Applicant’s unit CC may

nothave approvalauthority for1288s. It is applicant’s responsibility to ensure it is signed by the proper
authority asdetermined by losing organization)

1. “To” Section will be “194 FSS/FSMPD”

2. “From” would be approvalauthority unit/office symbol

17. Ensure appropriate blocks (Recommend/Approval/Disapproval/UIF)are checked

18. Updateall required entries of the “Member has/hasnot....” Paragraph.

19. Remarkssection should include and is authenticated by approvalauthority’s signature:

1. Fitness Score/Date taken/Date expires
2. GTC is in good standing
3. PHA Date

20. Ifretraining, include the statement, “Memberis retraining from (AFSC) to new (AFSC)
5. AF Form 2030, USAF Drug and Alcohol Abuse Certificate, Applicant will:

1. Readandunderstand the “Definition of Terms” in Section I, paying particularattention to the difference

between “Illegal Drugs” and “Marijuana”. For this particular form, Marijuana is classified separately from
Illegal Drugs.

2. Afterapplicantreadsand understands the “Definition of Terms”, applicant will initial (No “X”s, must be
full initials-First-Middle-Last and include “Jr”, “Sr”, “I”,“II”. (if applicable)) the appropriate “YES/No”
response in Section I1. Response to questions, except the first question, pertain only to current term of
enlistment.

Place full initials nextto each “Statement of Understanding” in Section III.
Date, Print Name (following example on form) and SSAN, sign form.
Witness can be any military memberwith CAC ability
This is the initial certification, applicantwill recertify on day of enlistment with the WA ANG
6. NGB Form 3621, ANG Eligibility Checklist for Enlistment, Reenlistment, or Extension
1. Enter Full name in box provided and circle “reenlistment” in the statement
2. Section I. “FOR ALL APPLICANTS”: initial (No “X”s, must be full initials-First-Middle-Last and include
“Jr”, “Sr”, “I”,“II”. (if applicable)) the appropriate “YES/NO, N/A” response. “Yes” answers require
clarification in Section IV.
3. Section I1. N/A for STS applicants
4. Section III.“FOR REENLISTMENT OR EXTENSION” (Applies to STS applicant’s): initial (No “X’s,
must be full initials-First-Middle-Last and include “Jr”, “Sr”, “I”, “I1”. (if applicable)) the appropriate
“YES/NO, N/A” response. “Yes” answers require clarification in Section IV.
1. Full initials next to statement below Section 1V
2. Date, print name (follow form format), sign form
3. Witness can be any military member
4. Section V, will be completed on date of enlistment with WA ANG
7. Current DD Form 4 (Enlisted Only), Enlistment/Reenlistment Document, can be obtained by applicantviathe
AFPC secure Website (https://afpcsecure.us.af.mil), then selecting the “PRDA” link.
8. Career Change Worksheet (CCW) (Required for Retrainees Only)
1. Obtained from applicant’s current Retention Office Manager (ROM)
2. ROM canobtainthe projected AFSC from applicantorthe ROM can contactthe 194 MSG/CSS. POC is
Mr. Strickland (christopher.strickland.7@us.af.mil)
3. Step 1 of the CCW, completed by current unit CC. Ensure “Approval/Disapproval”is selected
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Step 2 of the CCW, is completed by applicant’s MDG. Ensure all options/boxes are selected

5. Step 3 of the CCW, is completed by applicant’s current Base Education Training Manager (BETM). Ensure
the “MEETS/DOES NOT MEET” is clearly selected and thatthe AFSC retraining into is annotated.

6. Step 4 of the CCW, is completed by the gaining CSS (194 MSG/CSS) in coordination with the gaining unit.
Applicant should email the CCW to POC Mr. Strickland (christopher.strickland.7@us.af.mil).

7. Step 5 of the CCW, is coordinated for completion by gaining CSS (194 MSG/CSS). Itwill be signed by
gaining unit commander. Gaining commander with select “APPROVAL/DISAPPROVAL”, Sign and
Date. Once Step 4 and5is complete. The gaining CSS (194 MSG/CSS) will send the form back to the
applicant.

8. LastStep, applicantwill return the CCW to their current ROM. The ROM will complete the “ROM
Statement” by selecting “is/is not” and is then signed by the ROM and the applicant.

9. Applicant will then include the completed CCW in the application package

Applicants will be scheduled for interview once completed package hasbeen received and reviewed. All packa geswill
be considered for all vacancy announcements. Package must be received by the closing date.
Please submit:

1. Cover letter explaining your desire to serve in this position

2. Resume

3. VMPF records review

4. Lastthree (3) Enlisted Performance Reviews, or MFR detailing periods of non-availability

5. Current Fitness Test Score

Application packages must be received by the closing date. Submit package and any Letters of Recommendation to:

194th Communications Flight

Attn: SMSgt Chris Hodges

101 41st Division Way Or email package to: christopher.hodges.1@us.af.mil
Camp Murray WA 98430-1002

(253) 512-2588

EQUAL OPPORTUNITY: This position will be filled without regard to race, color, religion, age, gender, factorconsideration,
selection, and placement of applications.
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