
Federal & Domestic
Cyber Operations Capabilities



Understanding Critical Infrastructure Security/Resilience

16 Sectors
85% in the Private Sector



Securing Critical Infrastructure – A “Maslow-like” approach

Public Safety

Commerce/Economic

Source:  OPTIV.com

Cyber threats have already challenged public trust and confidence in global institutions, governance, and norms, while imposing costs on the global economy. 
These threats pose an increasing risk to public safety, as cyber technologies are integrated with critical infrastructure in key sectors. The breadth of cyber 

threats posed to U.S. national and economic security has become increasingly diverse, sophisticated, and serious, leading to physical, security, economic, and 
psychological consequences. – James R. Clapper, Director of National Intelligence, 5 January 2017



Policy/Authorities

Outreach

Capabilities

Securing Washington’s Cyber Critical Infrastructure

Emergency Management Council/
Infrastructure Resilience Subcommittee
- All 16 sectors represented
- 92 members (47 private/45 government)



Private Sector
• Leaders and innovators
• Critical Infrastructure owners/operators
• Backbone

Washington 
State

• Washington Military Department
• RCW 38-52
• Natural, technological, or human 
caused events

• State Homeland Security Advisor
• Designated Senior Official for 
significant cyber security incident 

• National Guard/State Guard
• EMD (Cybersecurity Manager,   
Critical Infrastructure, 
Private/Public Partnerships)

• OCIO/OCS/WaTech
• State CIO
• State technology issues
• State Government networks
• Cybersecurity for state government

• Utilities and Transportation 
Commission
• Ensures private utilities and carriers 
implement cybersecurity measures

• Department of Commerce
• Promotes state as prime location for 
IT and cybersecurity

• Department of Homeland Security/National 
Cybersecurity and Communications Integration Center
• Lead for asset response

• Department of Justice (FBI)
• Lead for threat activities

• Office of the Director of National Intelligence
• Lead for intelligence support 

Securing Critical Infrastructure: Roles and Responsibilies



Information Warfare Team (1998-2000)
“A Twinkle in a General’s Eye…”
Environment: ANG Reset, BRAC, Mission Sunsets 
Defining the ANG IW Model, Recruiting and building the skills base

262d Information Warfare Aggressor Squadron (2000-2005)
Concept of Operations: NIA, CIIVA
USAF & Congressional Investments to build CIP Capabilities
Common TTPs (NSA, DISA, AFWIC/AFIOC)

262d Information Warfare Aggressor Squadron (2005-2010)
Developed ICS assessment methodologies and training 
Formalized Hunt/ICS training IAW AFSPC requirement
Enhanced Cyber Support to WA State & DoD

262d Network Warfare Squadron (2010-2014)
2014 CMF PAD-ICS CPT, Project C
AFCEC/248th partnership
35 CVA certified Operators and 8 SEE’s

143d Information Operations Squadron (2011-2014)
Transition from Combat Communications to Cyber Hunt capability
Created “DCO-101”, now delivered as I-PQT for all AF Cyber Operators
35 CVA certified Operators and 8 SEE’s

256th Intelligence Squadron(2011-2014)
Transition from Combat Communications to Digital Network Intelligence
Worked with NSA out of Yakima

2016 and beyond
Cyberspace Operation Group / Cyberspace Operations Sq
IOC/FOC to meet CPT deployment

National Guard Cyber Evolution 
1998 2000 2005 2010 2011 20162014



National Guard Cyber Capabilities

262d NWS & 143rd IOS first ANG CPT’s mobilized for COCOM

Situational Awareness

Cyber Mission Planning
Cyber Ops Support

Vulnerability Assessment

Security Remediation



Always Ready, Always ThereAlways Ready, Always There

Domestic Operations
Presenting Federal capabilities to the Governor

 Basic Network Vulnerability Assessments
 Industrial Control Systems Defensive Assessments

Can also employ under CPT methodology
 Evaluate by mission rather than system
 Integrate with community cyber approach

C2 performed under a joint construct
 WARNORD and OPORD
 Understanding authorities critical to success
 Customer owns their own data



Always Ready, Always There

ICS Employment
• POTUS directed - Minuteman III vulnerability assessment to identify opportunities to strengthen 

the security posture of the national command and control capability

CBS News, 60 Minutes, Who’s minding the nukes – July 13, 2014



Always Ready, Always There

Snohomish County Public Utility 
District Cyber Assessment



Always Ready, Always ThereAlways Ready, Always There

“I am appointing you as 
the Senior Official to 
represent the state of 
Washington for 
management and 
coordination of cyber 
security issues both within 
the state and at the 
federal level.”

Governor appointed TAG

“order into active state 
service members of the 
organized militia of 
Washington State,
to include the National 
Guard and State Guard, 
as may be necessary”

We built a CONOP for 
how to proceed

And developed a Cyber 
Annex to the state 
Emergency Management 
Plan

Authorized Activation 
Authority to TAG

Steps to Success



Always Ready, Always There

Mission Authority
GM Request to Governor

Governor Go-Do to TAG

JAG’s helped to build an 
MOA

We built CONEMP
as a mission plan



Always Ready, Always There

Assessment of a Public Utility
• Scope and developed initial COA

• Assessment of a Municipal Corporation

• Operators on State Active Duty (not T-32, not T-10)

• OPCON passed to the State Joint Operations Center

• Warning order was issued and Initial team selection began 
• Begin sourcing equipment/resources and planning
• Traditional assessment methodology with some tweaks

• ROE
• Preapproved Actions
• Trusted Agent model



Always Ready, Always There

Assessment of a Public Utility
• Team Composition (Operations)

• (1) Maj – Mission Commander
• (2) Maj, (1) Captain, (1) LT, (1) MSgt, (1) SSgt
• Microsoft, T-Mobile, Security Startup, Bank
• Joint Team brought together for the first time WA ANG, WA ARNG, WA State Guard

• Command and Control
• Mission over a two week time period
• Pure remote operation
• Daily updates to trusted agent and state JOC
• “Don’t Cross the Streams” (Title 32/10 and SAD)
• Introduction of a “Hunter” component into mission



Always Ready, Always There

Assessment of a Public Utility

• Access Recon - indicated a need for tailored access 
• Started with Standardized Preapproved Actions and Tactics

• Assessment team developed full package for access and escalation
• Persistent access to the target organization
• Custom mechanisms to defeat corporate security infrastructure
• Complete privileged control of the network
• Access to Power Generation and Distribution
• Access to Water Systems



Always Ready, Always There



Always Ready, Always There

Attack Flow

Planning and Recon

Initial Foothold
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Always Ready, Always There

Water Reservoir Controls



Always Ready, Always There

Water mixture Controls



Always Ready, Always ThereUNCLASSIFIED//FOUO

Power Grid Controls



Always Ready, Always There

Assessment of a Public Utility

Demonstrated the capability to disrupt power and water services to a 
significant portion of WA state



Always Ready, Always There

Strategic Implications
• Instrument of National Power

• Cyber security talent available to State Governors and ANG
• Operations under the correct title authorities enables action without Stafford Act
• Tailored and focused assessment and assistance services - strengthened Defensive 

posture of Public Utility

• Resource Considerations
• Assessment cost < $20,000
• Comparable assessment from the private sector > $150,000
• State Leadership is pushing for a focus on Critical Infrastructure



The Citizen Airman/Soldier

• Business Acumen
• Industry Leadership
• Technical Experience

IT Pro

Military Training/Expertise
Leadership
Dedication, Esprit de Corps

Airman

• Well-rounded/Dynamic
• Technically Savvy
• Depth of Capability

Citizen 
Airman

http://www.volt.com/default.aspx
http://upload.wikimedia.org/wikipedia/commons/c/cb/United_States_Department_of_the_Navy_Seal.svg
http://upload.wikimedia.org/wikipedia/commons/f/fd/Logo_revised.gif
http://www.cityofpa.us/default.htm
https://www.appsecconsulting.com/index.php
https://www.appsecconsulting.com/index.php
http://www.cambiahealth.com/index.html
http://www.bing.com/images/search?q=verizon+logo&id=5CE0B8B816960EA081610A0C5293515FF523F149&FORM=IQFRBA
http://www.ey.com/US/EN/Home
http://creditunions.fiserv.com/index.aspx
http://www.casne.com/
http://www.bing.com/images/search?q=metro+PCS+logo&id=78846107B042149F4F91FEC057D810BF959098A4&FORM=IQFRBA
http://www.boyne.com/
http://www.doc.wa.gov/default.asp
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