
Washington State Community Cybersecurity



“…A Matter of Public Safety and National Security”

To view an excerpt from the President’s 2009 speech on community cybersecurity, click on the following link:
http://mil.wa.gov/emergency-management-division/cyber-security-program

http://mil.wa.gov/emergency-management-division/cyber-security-program
http://mil.wa.gov/emergency-management-division/cyber-security-program


Washington State as a National Leader
Community Cybersecurity
• Regional collaboration 
• Resilience
• Research, analysis, and sharing
• Unity of effort 
• Workforce development



Washington Leaders

“Through the Emergency Management Division and our National Guard, my Homeland
Security Advisor – in partnership with the CIO – has taken great strides in addressing
our cyber emergency preparedness and response capability.”

- Governor Jay Inslee, August 19th, 2015 Letter to DHS



Community Cybersecurity

MISSION
To minimize the impact of cyber emergencies on 

the people, property, environment, and 
economy of Washington State

VISION
A public, private, and tribal partnership able to 
prepare for and respond to cyber emergencies 
with unity, competence, and efficiency for the 

good of the citizens of Washington State



Relationships
• DHS Federal lead

• Key state offices work with 
one another and directly 
with DHS

• Military Department lead

• Critical partnerships



Working Together
Cyber Incident Response Coalition and Analysis Sharing  |  Exercise Partners  |  Cyber Resource Typing  |  Regional Monitoring  | Cyber Hazard Threat Profile Partners

Private 
Sector

• Leaders and innovators
• Critical Infrastructure
• Backbone

Emergency 
Management

• Strategies, 
policies, and 
frameworks

• Unite efforts

• Secure resilient 
systems

• Support response



What we prepare for
Public Safety

Communications Economic
Critical 

InfrastructureCatastrophe





Significant Cyber Incident Response

Cyber Incident Coordination GroupActivation



Cyber Resource Typing



Community Cybersecurity Capability 
Maturity Model

LEVEL 1: Initial

• Limited or no integration of 
cybersecurity in EMD units

• No EMD-run exercising of 
cyber events. No HSGP 
integration. No resource 
typing.

• Limited policy and planning . 
State agency roles and 
responsibilities unclear.

• Minimal direct engagement 
with public & private sector 
on cyber EM

LEVEL 2: Advanced

• CSM hired; evaluates each 
EMD unit

• State TEP includes cyber 
events in 5 of 8 exercises & 
TTX.  HSGP/Resource typing 
researched.

• CEMP & Annex drafts 
finalized.  Interagency MOA.  
HIVA and THIRA reviewed. 

• EM outreach begins with 
public & private sector 

LEVEL 3: Self-Assessed

• Formal training for EMD via 
TEP and internal staff events

• Cyber exercises conducted 
and assessed. Grant flow 
includes cybersecurity. 
Resource typing process est.

• CEMP updated; Annex 
published; MOA complete. 
HIVA and THIRA updated.

• UCG identified to include 16 
CIKR POCs

LEVEL 4: Integrated

• EMD Units & jurisdictions 
trained; process updated

• Significant Cyber Incident  
exercise. Grants pgm 
integrated. Resource typing 
est.

• CEMP/Annex exercised & 
revised. State agency roles 
defined. 

• UCG and CIKR reps aware of 
roles, united, and prepared

LEVEL 5: Vanguard

• Cybersecurity a statewide 
EM business imperative. 

• WA ready for cyber 
incident; recognized as 
national leader.  Structured 
funding/typing flow.

• CEMP/Annex validated and 
finalized.  Policies updated.

• UCG prepared and available 
24/7 for AWC notification.
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Information Sharing

• CC-COP
• HSIN
• InfraGard
• CIRCAS
• AGORA
• XX-ISAC
• WSFC
• IRSC

EXERCISE – EXERCISE - EXERCISE



Closing

• Washington State a leader
• All emergencies are local – Community Cybersecurity 

enhances readiness 
• Cyber is an Emergency Management issue


	Washington State Community Cybersecurity
	Slide Number 2
	Washington State as a National Leader
	Washington Leaders
	Community Cybersecurity
	Relationships
	Working Together
	What we prepare for
	Slide Number 9
	Significant Cyber Incident Response
	Cyber Resource Typing
	Community Cybersecurity Capability Maturity Model�
	Information Sharing
	Closing

