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Building Trust

» Security is all about
building trust
relationships

» These relationships
need to be in place
before they are
needed
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Partnership Benefits

» Government advantage of
Information sharing
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Computer Emergency Readiness

eam (CER
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Assessment

Response

CERT
personnel fill a
role analogous
to that of a
firefighter

Proactive review
Risk Identification
Objective

Custom modules

Remote Deployment

Coordinated with
Agency Resources

Certified Experts

Forensics Expertise
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Assessment Example e
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Computer Emergency Readiness
eam (CER

Response Example: Fish and Wildlife

» Petty criminal cyber actor: “MrHigh”
» Self reported
» Multiple states impacted: WA, OR, ID
» WA: 2,435,452 records (Last 4 of SSN #)

03-27-20

MrHigh
wigga

Thanks (Given): 4
Thanks (Received) 89

Hack the Planet!

h

If | were in the process of pulling full information{full name. social security number. data of birth, drivers license. and other personal info) from a d

info after | have finished pulling the data?

My plan so far is to yank all of the data, and then on a special day that has some specific meaning(like 4-20, but that may be to scon due to myself finding more databases), report the security
holes in detall to the administrators and at the same time, post a list of these websites on different forums so thal others can take a stab at these websiles themselves and possibly find the
same security holes that I've found. This will give others a short time frame to find the same holes I've found and pull out some data for themselves

What other ways of reporting these would make a big splash effect?

Tags: None
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OCS Operational Picture
Week of January 15— January 21

Security Operations Center

26 Alerts
Malicious Software (17)
Investigations (5) Response Team

Account Compromise (4) 2 Response Incidents

Digital Forensics
2 Cases
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Summary

e Security iIs empowered by relationships

« The Office of Cyber Security maintains two
operational groups for detection and alerting

 The Computer Emergency Readiness Team
responds to significant security incidents for State
of Washington agencies, boards, and
commissions

« The State of Washington is considered a leader
amongst its peers

Questions?

@ Security
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