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Overview:

The first shipment of COVID-19 vaccines arrived in Washington the week of Dec. 14, 2020. The
following preparedness recommendations support the integrity and security of distributor facilities by
addressing steps to mitigate cascading effects. Security threats include disruption to vaccine delivery,
physical tampering to storage sites, and attacks against IT assets. The following preparedness measures
are recommendations, and each provider must assess individual risk.

State and Local Guidance

Update and confirm contact list for local, state and federal emergency and law enforcement.
Sign-up for local Emergency Management Alerts —Contact Information here or here.
Report anything suspicious (see something, say something) to your local law enforcement
agency and the Washington State Fusion Center (WSFC) at: intake@wsfc.wa.gov
Maintain situational awareness

o Road conditions of delivery routes on Washington State Travel Alerts

o Real-time major service outages that may disrupt communication Downdetector

Contact cold storage power supplier and request to be added to priority power restoration list.
Conduct health check of back-up generator.

Host meeting with IT team to discuss potential attacks against IT assets — refer to CISA Cold
Storage Cyber Custodial Care.

Review Continuity of Operation (COOP) and Incident Response Plans (IRP) / Emergency
Response Plan (ERP)

Federal Guidance

Department of Homeland Security — Cyber Security and Infrastructure Security Agency

Cold Storage Cyber Custodial Care

Critical Questions and Considerations for Cold Chain Storage, and Dry Ice Operations
Physical Security for Cold Storage Locations

Primer on Safe & Efficient Handling of Dry Ice

Additional Considerations

Dry Ice and Liguid Nitrogen Can Cause Injuries or Death (PDF)



https://mil.wa.gov/asset/5d4b1e1b82859
https://access.wa.gov/topics/emergency/resources/Contact/List.html
mailto:intake@wsfc.wa.gov
https://www.wsdot.com/traffic/trafficalerts/default.aspx
https://downdetector.com/
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinkprotect.cudasvc.com%2Furl%3Fa%3Dhttps%253a%252f%252fwww.cisa.gov%252fpublication%252fcold-storage-cyber-custodial-care%26c%3DE%2C1%2CbE14jn1XlCwD53YPuG8q04RdzmduRl1qtTbG2Gp5sXAoZzMaOEs0NGsTIhs1Cb-VG0XO0uTkYFJq1jBbLxkAuiTS8QmzhjPh8EnlckDysOMLgTyykmQs5C-tDg%2C%2C%26typo%3D1&data=04%7C01%7CTaylor.Hennessee%40mil.wa.gov%7Cd1014e5116dc4cbdc58608d8a116b57e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637436466208407159%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=d%2FDu12XNI%2FH5832D0dfHOIVnOU6%2B%2FKdjWUz9gihcBlc%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinkprotect.cudasvc.com%2Furl%3Fa%3Dhttps%253a%252f%252fwww.cisa.gov%252fpublication%252fcritical-questions-considerations-cold-chain-storage-and-dry-ice-operations%26c%3DE%2C1%2CwLlW_ZZ079HDo-ktKBbd_ulgTrLGDwA6jqhG8u0U_uawuhZKOt0duDZ5P_IQUn1ZmTpj9lX11gxAYnYSNqu24k8t0T2M1iFcmKRUGBxM4oUCcxIgEr5ML_1DNSo%2C%26typo%3D1&data=04%7C01%7CTaylor.Hennessee%40mil.wa.gov%7Cd1014e5116dc4cbdc58608d8a116b57e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637436466208407159%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=q%2BDs3oXPqY1f7uwTx0I9K%2Fsw6oOBnHH9Sau2wZa3t7A%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinkprotect.cudasvc.com%2Furl%3Fa%3Dhttps%253a%252f%252fwww.cisa.gov%252fpublication%252fphysical-security-cold-storage-locations%26c%3DE%2C1%2CI6hkGtV93JlSbptfKF7GtQc6BH-pseMnLWoqWOGgQy0ZoRlWPOUpRu2Ie4pU7lALfKx0iHWKc4DAwLboaFp2gnmKA8Jpz0C8YcqMk6G1gOOcBKmIEmuU%26typo%3D1&data=04%7C01%7CTaylor.Hennessee%40mil.wa.gov%7Cd1014e5116dc4cbdc58608d8a116b57e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637436466208417153%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=U9h7ZwbkHLlPNKXlSWnqh4GpnQeYs4CVNt9bZPSalDU%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinkprotect.cudasvc.com%2Furl%3Fa%3Dhttps%253a%252f%252fwww.cisa.gov%252fpublication%252fprimer-safe-efficient-handling-dry-ice%26c%3DE%2C1%2CPQVVDPEOWp9n2SDivan4Xk_jc2wK-i0HVF3v818_kXhjzkZdvRxCBuJpAcgfqTsWDObRuER0U87rgnPSr-68htFCgovKdImXJTH_H9gvFZT7%26typo%3D1&data=04%7C01%7CTaylor.Hennessee%40mil.wa.gov%7Cd1014e5116dc4cbdc58608d8a116b57e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637436466208427144%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=8xHCcSEXvmsK%2B5YXGW0XOovsGTsISXYycxXs8N3V76o%3D&reserved=0
https://lni.wa.gov/safety-health/preventing-injuries-illnesses/hazardalerts/HazardAlertDryIce.pdf?utm_medium=email&utm_source=govdelivery
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