EMERGENCY MANAGEMENT
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Emergency Management Division

Private Sector & Infrastructure Program

Brief overview of tools used to track emergency response information. Various levels of
government use these tools to plan for, respond to and recover from disasters.
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Disclaimer: The content of this document is the subjective analysis of current
capabilities by the Washington Military Department, Emergency Management
Division Private Sector & Infrastructure Program. It is not an official user guide for
any system, nor is it a review of any software, website or organization. It is not an
endorsement of any kind. The content of this document is subject to change
based on updates to improve the accuracy of the information.
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Geospatial Tools for Situational Awareness

The following tools map data relating to infrastructure locations, emergency response
operations, or both. These maps are interactive and generally include:

e Dynamic data feeds (i.e. information that changes based on input from a live source)

e Static data sets (i.e. information uploaded that generally will not change)

e User input data (i.e. information input through the systems user interface, like lines
drawn around an active incident area, or an icon created to represent a given point of
interest. Subject matter experts or incident management personnel generally input this
information).
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Infrastructure Protection (IP) Gateway
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Description: Federal repository for critical infrastructure information including individual
facilities with corresponding assessments, analytical products and reports. Not a tool for public-
private information sharing. Designed to receive information about public and private sector
facilities to inform government decision makers and first responders.

Portal Characteristics:

e Database of critical infrastructure facilities across the nation

e Geospatial visualizations with multiple layers for sorting and viewing data

e Dependency mapper that shows infrastructure dependencies between facilities

e Events and Incident Tracker for managing pre-planned events or disasters

e Digital library with information on infrastructure sectors, policy & strategy documents,
cyber information, among other topics.

Information Sensitivity: Protected Critical Infrastructure Information (PCll). Government only
access through the Department of Homeland Security.

URL: https://www.dhs.gov/ipgateway
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CANADA

MEXICO

Owner/Lead Agency: Federal Department of Energy (Oak Ridge National Laboratory)

Description: Federal power outage tracking system designed to provide a high-level overview of
the status of the country’s electric grid. Not a tool for public-private information sharing.
Designed to receive information about public and private sector facilities to inform government
decision makers and first responders.

Portal Characteristics:

e Geospatial portal tracking power grid status

e Tracks transmission line status and customer outage numbers by county, state, and
FEMA region

e Expanding to include hazard overlays to identify risk to the electric grid, petroleum and
natural gas infrastructure

Information Sensitivity: For Official Use Only (FOUQO). Government only access through the
federal Department of Energy

URL: https://eagle-i.doe.gov
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Washington State Energy Disruption Tracking (WSEDT)
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Owner/Lead Agency: Planet Risk, Inc. / Washington State Department of Commerce (State
Energy Office)

Description: Geospatial portal, with corresponding analysis and reports, designed for tracking
and managing the effects of disasters on energy infrastructure. Serves as the primary tool for
the Emergency Support Function (ESF) 12 when the WA State Emergency Operations Center
(SEQC) activates in response to a disaster. Not currently utilized as a tool for public-private
information sharing. Designed to receive information about public and private sector facilities
to inform government decision makers and first responders.

Portal Characteristics:

e Geospatial portal tracking infrastructure facility locations

e Some data is a live feed from facility owner/operators, some data is a static upload
e Feature for managing a disaster and producing supporting documents

e Requires an end user to manually update data during a response

Information Sensitivity: For Official Use Only (FOUO). Government only access through the
Washington State Department of Commerce.

URL: www.planetrisk.com
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Washington Information Sharing Environment (WISE)
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Owner/Lead Agency: Washington Military Department, Emergency Management Division

Description: Geospatial portal that aggregates all relevant data layers for emergency
management in the state of Washington. Administered by the Military Department, this tool is
the primary visualization tool used in the WA State Emergency Operations Center (SEOC) to
visualize all information relating to response operations. Private sector account credentials and

data layers can facilitate public-private information sharing.

Portal Characteristics:

e Built on ESRI ArcGIS software platform

e Geospatial portal with a wide range of layers that include geography, hazards,

infrastructure, and population
e Tied into WebEOC mapping function

Information Sensitivity: Publicly available. Some portions are For Official Use Only (FOUO)

URL: https://wise.wamil.us/wmd/home/
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National Interagency Fire Enterprise Geospatial Portal (Fire EGP)
‘DOENOBDans

Legend

R /\ctive Incidents

3
>
>
> 8
)
> B
¥
v

@ MODIS Centroid

Owner/Lead Agency: National Interagency Fire Center (NIFC)

Description: The Fire EGP provides standardized geospatial information for the full range of
wildfire activities ranging from response to planning, and leverages a central source of spatial
data for mapping, decision support, business intelligence, and situational awareness.

Portal Characteristics:

e Specific to wildfire

e Overlays nationwide wildfires & corresponding response efforts with data layers
including population, weather, airspace, and other relevant data to wildfire response

e Requires account logins issued by the NIFC

Information Sensitivity: Publicly available, yet requires login

URL: https://egp.nwcg.gov
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Washington Geologic Information Portal
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Owner/Lead Agency: Washington State Department of Natural Resources (DNR)

Description: The WA Geologic Information Portal is a GIS portal that provides various layers of
geologic hazard data (earthquake, volcanoes, tsunami, geothermal, minerals, etc.) over a map
of Washington state. This tool is great for seeing characteristics and locations of geologic
hazards in our state. This tool is not used for incident response or visualizing dynamic
(changing) information. It is a tool for assessing a given locations vulnerability to certain
geologic hazards.

Portal Characteristics:

e Specific to geologic hazards

e Built on the ESRI ArcGIS platform

e Allows users to upload their own data to compare with available geologic hazard data

e Used for analysis of known geologic hazards, not for incident response mapping or
coordination

Information Sensitivity: Publicly available

URL: https://geologyportal.dnr.wa.gov/
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Incident Management Platforms

Incident management platforms are designed to collect event-specific information and organize
it into pre-determined categories or report formats to support response efforts. They may
include a geospatial component, or may be used in conjunction with one. They have an
inherent characteristic of information sharing but are not intended to be used outside of
response operations to specific disasters or incidents.
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Description: WebEOC is a standard tool used by many emergency management organizations
across the country. It is the overarching incident management software for State Emergency
Operations Center (SEOC) activations. Private sector account credentials and data layers can
facilitate public-private information sharing.

Portal Characteristics:

Information Sensitivity: Publicly available

Software incident management system

Includes event reporting, resource tracking, contact lists, report generation and
information management

Accessible to federal, state and local levels of government

Most common standard used for incident management in the state and region

Linked to Washington Information Sharing Environment (WISE) geospatial portal

URLs: http://preparedness.intermedix.com/solutions/webeoc | https://mil.wa.gov/other-

links/web-eoc
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Northwest Interagency Coordination Center (NWCC):
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Owner/Lead Agency: Federal Bureau of Land Management (BLM) / Northwest Interagency
Coordination Center (NWCC)

Description: The Northwest Interagency Coordination Center (NWCC) is the Geographic Area
Coordination Center for the Northwest Region which includes the States of Oregon and
Washington. The NWCC serves as the focal point for interagency resource coordination,
logistics support, aviation support and predictive services for all state and federal agencies
involved in wildland fire management and suppression in the region. Cooperating agencies
include the: Bureau of Land Management, US Forest Service, Oregon Dept of Forestry, US Fish
and Wildlife Service, Bureau of Indian Affairs, Washington Dept. of Natural Resources and the
National Park Service.

Portal Characteristics:

e Specific to wildfire

e Includes informational products such as fire maps, large fire summaries, predictive
services, links to partners

e Links to wildfire coordination portals including Resource Ordering and Status System
(ROSS), dispatch tools, and contracting information

e Provides data to InciWeb, a national incident information system that delivers fire news
from specific incidents throughout the entire country

Information Sensitivity: Publicly available, wildfire coordination portals require login

URL: https://gacc.nifc.gov/nwcc/
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Information Sharing Networks

Information sharing networks enable the exchange of information between all levels of
government and the private sector. In some cases, these networks accommodate Sensitive but
Unclassified (SBU) information and require some degree of vetting and account credentialing.
While these networks may be utilized during response operations, their functionality extends
outside of response operations (i.e. they are used during “normal”, “day-to-day” operations or
“steady state” operations). Homeland security, public safety and infrastructure communities
use these networks to share information about threats & risk, and coordinate planning and
mitigation activities.
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Homeland Security Information Network (HSIN)
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Owner/Lead Agency: Federal Department of Homeland Security

Description: HSIN is a network for homeland security mission operations to share Sensitive but
Unclassified (SBU) information. Federal, State, Local, Territorial, Tribal, International and Private
Sector homeland security partners may use HSIN to manage operations, analyze data, send
alerts and notices, and in general, share information.

Portal Characteristics:

e Alerts and Notifications

e Basic Learning Management System (LMS)
e Comprehensive HSIN Training

e Document Repository

e GIS Mapping

e Instant Messaging (HSIN Chat)

e Managed Workflow Capabilities

e Secure Messaging (HSINBox)

e Web Conferencing (HSIN Connect)

Information Sensitivity: Sensitive but Unclassified / For Official Use Only (FOUOQ)

URL: https://www.dhs.gov/homeland-security-information-network-hsin
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InfraGard
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Owner/Lead Agency: InfraGard / Federal Bureau of Investigation (FBI)

Description: InfraGard is a partnership between the FBI and members of the private sector. The
InfraGard program provides a vehicle for public-private collaboration to expedite the exchange
of information and promotes mutual learning opportunities relevant to the protection of
Critical Infrastructure. InfraGard's membership includes business executives, entrepreneurs,
military and government officials, computer professionals, academia and state and local law
enforcement.

Portal Characteristics:

Closed network with account credentialing

Based on regional “chapters”, but with access to broader, nation-wide information
Focus on critical infrastructure with strong emphasis on cyber crime

FBI news feed

Information Sensitivity: Sensitive but Unclassified / For Official Use Only (FOUO)

URL: https://www.infragard.org
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Northwest Warning, Alert & Response Network (NW WARN)

Widcame 1o the Secure [nternal Site for
NW WARN, WA

JURISDICTIONS

Seattle Boeing, WA
56°F 1

—
WU S

Owner/Lead Agency: Pacific Northwest Economic Region (PNWER) / Washington State Fusion
Center (WSFC)

Description: NW WARN is essentially a large contact list that is organized in smaller lists
determined by critical infrastructure sectors, political jurisdictions, and/or other relevant
categorization. Members are provided membership to the relevant sub-categories based on
their individual subject matter interests. The Washington State Fusion Center utilizes the list to
distribute emails relevant to the homeland security, public safety, and critical infrastructure
communities.

Portal Characteristics:

e Closed network with account credentialing
e Membership provides access to contact lists
e Members are given access to sub-categories based on their interest

Information Sensitivity: Access to NW WARN is not sensitive, however products distributed to
NW WARN distribution lists may be For Official Use Only (FOUOQ)

URL: http://nwwarn.org
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FEMA National Business Emergency Operations Center (NBEOC)
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Owner/Lead Agency: FEMA (Office of External Affairs, Private Sector Division)

Description: The National Business Emergency Operations Center (NBEOC) is FEMA's virtual
clearing house for two-way information sharing between public and private sector stakeholders
in preparing for, responding to, or recovering from disasters. Participation in the NBEOC is
completely voluntary and open to all members of the private sector, including large and small
businesses, chambers of commerce, trade associations, universities, think-tanks, and non-
profits. During response activities, NBEOC members are linked into FEMA's National Response
Coordination Center (NRCC), activated Regional Response Coordination Centers (RRCCs), and
the broader network of emergency management operations to include our state and federal

partners.

Portal Characteristics:

e Joining the NBEOC puts you on a contact list for notifications of NBEOC activity

e During response activities, NBEOC sessions are held in a webinar format where briefs
are provided and open discussion occurs

e NBEOC generally only activity occurs where there is a federally declared disaster. State
and local emergency managers generally participate in NBEOC webinars when their
jurisdictions are within the declared disaster area

Information Sensitivity: Publicly available

URL: https://www.fema.gov/nbeoc
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Seattle / King County Business Emergency Operations Center (BEOC)
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Owner/Lead Agency: Microsoft Yammer / Seattle & King County Offices of Emergency
Management

Description: The Seattle King County Business Emergency Operations Center (NBEOC) is built in
the Microsoft Yammer social media platform. The BEOC offers two-way communication
between Seattle and King County Office of Emergency management in a social media format
with groups organized around infrastructure sectors and message boards the share
information.

Portal Characteristics:

e Need a Yammer account to participate

e Access to group and sub-groups granted by administrator

e Accessible during activations of the Seattle Emergency Operations Center and/or the
King County Regional Emergency Communication Coordination Center

e Relevant to areas under the City of Seattle or King County jurisdiction

Information Sensitivity: Publicly available, requires a Yammer account and permission to join
the group from an administrator

URL: https://www.yammer.com/kingcountybusinessemergencyoperationscenter
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	 User input data (i.e. information input through the systems user interface, like lines drawn around an active incident area, or an icon created to represent a given point of interest. Subject matter experts or incident management personnel generally input this information). 
	Owner/Lead Agency: Federal Department of Homeland Security (Office of Infrastructure Protection)
	Description: Federal repository for critical infrastructure information including individual facilities with corresponding assessments, analytical products and reports. Not a tool for public-private information sharing. Designed to receive information about public and private sector facilities to inform government decision makers and first responders. 
	Portal Characteristics: 
	 Database of critical infrastructure facilities across the nation
	 Geospatial visualizations with multiple layers for sorting and viewing data
	 Dependency mapper that shows infrastructure dependencies between facilities
	 Events and Incident Tracker for managing pre-planned events or disasters
	 Digital library with information on infrastructure sectors, policy & strategy documents, cyber information, among other topics.
	Information Sensitivity: Protected Critical Infrastructure Information (PCII). Government only access through the Department of Homeland Security.
	URL: https://www.dhs.gov/ipgateway 
	/
	Owner/Lead Agency: Federal Department of Energy (Oak Ridge National Laboratory)
	Description: Federal power outage tracking system designed to provide a high-level overview of the status of the country’s electric grid. Not a tool for public-private information sharing. Designed to receive information about public and private sector facilities to inform government decision makers and first responders.
	Portal Characteristics: 
	 Geospatial portal tracking power grid status
	 Tracks transmission line status and customer outage numbers by county, state, and FEMA region 
	 Expanding to include hazard overlays to identify risk to the electric grid, petroleum and natural gas infrastructure
	Information Sensitivity: For Official Use Only (FOUO). Government only access through the federal Department of Energy
	URL: https://eagle-i.doe.gov 
	/
	Owner/Lead Agency: Planet Risk, Inc. / Washington State Department of Commerce (State Energy Office)
	Description: Geospatial portal, with corresponding analysis and reports, designed for tracking and managing the effects of disasters on energy infrastructure. Serves as the primary tool for the Emergency Support Function (ESF) 12 when the WA State Emergency Operations Center (SEOC) activates in response to a disaster. Not currently utilized as a tool for public-private information sharing. Designed to receive information about public and private sector facilities to inform government decision makers and first responders.
	Portal Characteristics: 
	 Geospatial portal tracking infrastructure facility locations
	 Some data is a live feed from facility owner/operators, some data is a static upload
	 Feature for managing a disaster and producing supporting documents
	 Requires an end user to manually update data during a response
	Information Sensitivity: For Official Use Only (FOUO). Government only access through the Washington State Department of Commerce.
	URL: www.planetrisk.com 
	/
	Owner/Lead Agency: Washington Military Department, Emergency Management Division 
	Description: Geospatial portal that aggregates all relevant data layers for emergency management in the state of Washington. Administered by the Military Department, this tool is the primary visualization tool used in the WA State Emergency Operations Center (SEOC) to visualize all information relating to response operations. Private sector account credentials and data layers can facilitate public-private information sharing.
	Portal Characteristics: 
	 Built on ESRI ArcGIS software platform
	 Geospatial portal with a wide range of layers that include geography, hazards, infrastructure, and population
	 Tied into WebEOC mapping function
	Information Sensitivity: Publicly available. Some portions are For Official Use Only (FOUO)
	URL: https://wise.wamil.us/wmd/home/ 
	/
	Owner/Lead Agency: National Interagency Fire Center (NIFC)
	Description: The Fire EGP provides standardized geospatial information for the full range of wildfire activities ranging from response to planning, and leverages a central source of spatial data for mapping, decision support, business intelligence, and situational awareness.
	Portal Characteristics: 
	 Specific to wildfire
	 Overlays nationwide wildfires & corresponding response efforts with data layers including population, weather, airspace, and other relevant data to wildfire response
	 Requires account logins issued by the NIFC
	Information Sensitivity: Publicly available, yet requires login
	URL: https://egp.nwcg.gov 
	/
	Owner/Lead Agency: Washington State Department of Natural Resources (DNR)
	Description: The WA Geologic Information Portal is a GIS portal that provides various layers of geologic hazard data (earthquake, volcanoes, tsunami, geothermal, minerals, etc.) over a map of Washington state. This tool is great for seeing characteristics and locations of geologic hazards in our state. This tool is not used for incident response or visualizing dynamic (changing) information. It is a tool for assessing a given locations vulnerability to certain geologic hazards. 
	Portal Characteristics: 
	 Specific to geologic hazards
	 Built on the ESRI ArcGIS platform
	 Allows users to upload their own data to compare with available geologic hazard data
	 Used for analysis of known geologic hazards, not for incident response mapping or coordination 
	Information Sensitivity: Publicly available
	URL: https://geologyportal.dnr.wa.gov/ 
	Incident Management Platforms
	WebEOC
	Northwest Interagency Coordination Center (NWCC):

	Incident management platforms are designed to collect event-specific information and organize it into pre-determined categories or report formats to support response efforts. They may include a geospatial component, or may be used in conjunction with one. They have an inherent characteristic of information sharing but are not intended to be used outside of response operations to specific disasters or incidents.
	/
	Owner/Lead Agency: Intermedix / Multiple public-sector emergency management organizations utilize this system, including:
	 FEMA Region 10
	 Washington Military Department, Emergency Management Division 
	 36 Washington Counties
	Description: WebEOC is a standard tool used by many emergency management organizations across the country. It is the overarching incident management software for State Emergency Operations Center (SEOC) activations. Private sector account credentials and data layers can facilitate public-private information sharing.
	Portal Characteristics: 
	 Software incident management system
	 Includes event reporting, resource tracking, contact lists, report generation and information management 
	 Accessible to federal, state and local levels of government
	 Most common standard used for incident management in the state and region
	 Linked to Washington Information Sharing Environment (WISE) geospatial portal
	Information Sensitivity: Publicly available
	URLs: http://preparedness.intermedix.com/solutions/webeoc | https://mil.wa.gov/other-links/web-eoc 
	/
	Owner/Lead Agency: Federal Bureau of Land Management (BLM) / Northwest Interagency Coordination Center (NWCC)
	Description: The Northwest Interagency Coordination Center (NWCC) is the Geographic Area Coordination Center for the Northwest Region which includes the States of Oregon and Washington. The NWCC serves as the focal point for interagency resource coordination, logistics support, aviation support and predictive services for all state and federal agencies involved in wildland fire management and suppression in the region. Cooperating agencies include the: Bureau of Land Management, US Forest Service, Oregon Dept of Forestry, US Fish and Wildlife Service, Bureau of Indian Affairs, Washington Dept. of Natural Resources and the National Park Service. 
	Portal Characteristics: 
	 Specific to wildfire
	 Includes informational products such as fire maps, large fire summaries, predictive services, links to partners 
	 Links to wildfire coordination portals including Resource Ordering and Status System (ROSS), dispatch tools, and contracting information 
	 Provides data to InciWeb, a national incident information system that delivers fire news from specific incidents throughout the entire country
	Information Sensitivity: Publicly available, wildfire coordination portals require login
	URL: https://gacc.nifc.gov/nwcc/ 
	Information Sharing Networks
	Homeland Security Information Network (HSIN)
	InfraGard
	Northwest Warning, Alert & Response Network (NW WARN)
	FEMA National Business Emergency Operations Center (NBEOC)
	Seattle / King County Business Emergency Operations Center (BEOC)

	Information sharing networks enable the exchange of information between all levels of government and the private sector. In some cases, these networks accommodate Sensitive but Unclassified (SBU) information and require some degree of vetting and account credentialing. While these networks may be utilized during response operations, their functionality extends outside of response operations (i.e. they are used during “normal”, “day-to-day” operations or “steady state” operations). Homeland security, public safety and infrastructure communities use these networks to share information about threats & risk, and coordinate planning and mitigation activities.
	/
	Owner/Lead Agency: Federal Department of Homeland Security
	Description: HSIN is a network for homeland security mission operations to share Sensitive but Unclassified (SBU) information. Federal, State, Local, Territorial, Tribal, International and Private Sector homeland security partners may use HSIN to manage operations, analyze data, send alerts and notices, and in general, share information.
	Portal Characteristics: 
	 Alerts and Notifications
	 Basic Learning Management System (LMS)
	 Comprehensive HSIN Training
	 Document Repository
	 GIS Mapping
	 Instant Messaging (HSIN Chat)
	 Managed Workflow Capabilities
	 Secure Messaging (HSINBox)
	 Web Conferencing (HSIN Connect)
	Information Sensitivity: Sensitive but Unclassified / For Official Use Only (FOUO)
	URL: https://www.dhs.gov/homeland-security-information-network-hsin 
	/
	Owner/Lead Agency: InfraGard / Federal Bureau of Investigation (FBI)
	Description: InfraGard is a partnership between the FBI and members of the private sector. The InfraGard program provides a vehicle for public-private collaboration to expedite the exchange of information and promotes mutual learning opportunities relevant to the protection of Critical Infrastructure. InfraGard's membership includes business executives, entrepreneurs, military and government officials, computer professionals, academia and state and local law enforcement.
	Portal Characteristics: 
	 Closed network with account credentialing
	 Based on regional “chapters”, but with access to broader, nation-wide information
	 Focus on critical infrastructure with strong emphasis on cyber crime
	 FBI news feed
	Information Sensitivity: Sensitive but Unclassified / For Official Use Only (FOUO)
	URL: https://www.infragard.org 
	/
	Owner/Lead Agency: Pacific Northwest Economic Region (PNWER) / Washington State Fusion Center (WSFC)
	Description: NW WARN is essentially a large contact list that is organized in smaller lists determined by critical infrastructure sectors, political jurisdictions, and/or other relevant categorization. Members are provided membership to the relevant sub-categories based on their individual subject matter interests. The Washington State Fusion Center utilizes the list to distribute emails relevant to the homeland security, public safety, and critical infrastructure communities.  
	Portal Characteristics: 
	 Closed network with account credentialing
	 Membership provides access to contact lists
	 Members are given access to sub-categories based on their interest 
	Information Sensitivity: Access to NW WARN is not sensitive, however products distributed to NW WARN distribution lists may be For Official Use Only (FOUO)
	URL: http://nwwarn.org  
	/
	Owner/Lead Agency: FEMA (Office of External Affairs, Private Sector Division)
	Description: The National Business Emergency Operations Center (NBEOC) is FEMA's virtual clearing house for two-way information sharing between public and private sector stakeholders in preparing for, responding to, or recovering from disasters. Participation in the NBEOC is completely voluntary and open to all members of the private sector, including large and small businesses, chambers of commerce, trade associations, universities, think-tanks, and non-profits. During response activities, NBEOC members are linked into FEMA's National Response Coordination Center (NRCC), activated Regional Response Coordination Centers (RRCCs), and the broader network of emergency management operations to include our state and federal partners.
	Portal Characteristics: 
	 Joining the NBEOC puts you on a contact list for notifications of NBEOC activity
	 During response activities, NBEOC sessions are held in a webinar format where briefs are provided and open discussion occurs
	 NBEOC generally only activity occurs where there is a federally declared disaster. State and local emergency managers generally participate in NBEOC webinars when their jurisdictions are within the declared disaster area
	Information Sensitivity: Publicly available
	URL: https://www.fema.gov/nbeoc 
	/
	Owner/Lead Agency: Microsoft Yammer / Seattle & King County Offices of Emergency Management 
	Description: The Seattle King County Business Emergency Operations Center (NBEOC) is built in the Microsoft Yammer social media platform. The BEOC offers two-way communication between Seattle and King County Office of Emergency management in a social media format with groups organized around infrastructure sectors and message boards the share information.
	Portal Characteristics: 
	 Need a Yammer account to participate
	 Access to group and sub-groups granted by administrator 
	 Accessible during activations of the Seattle Emergency Operations Center and/or the King County Regional Emergency Communication Coordination Center
	 Relevant to areas under the City of Seattle or King County jurisdiction 
	Information Sensitivity: Publicly available, requires a Yammer account and permission to join the group from an administrator
	URL: https://www.yammer.com/kingcountybusinessemergencyoperationscenter 

