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Scope:  This product is designed to provide an 

overview of  Cyber threats targeting small-to-medium 

sized businesses and the resources available to those 

businesses.

Note:  This information is the property of  the Washington State Fusion Center and may be distributed to law 

enforcement officials, as well as to public and private sector stakeholders with a legitimate need-to-know.  Further 

dissemination to authorized recipients is permitted without prior approval.  Precautions should be taken to ensure 

this information is stored or destroyed in a manner that precludes unauthorized access.  
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Overview
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➢ Threat Actors

➢ Motivations

➢ Techniques

➢ Information They 

Want

➢ Dark Web

➢ Preparedness and 

Response Resources

➢ Final Thoughts

Agenda
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➢ State-Sponsored

• China 

• Russia – APT 28 Cyber Espionage (Sandworm)

• North Korea

• Syrian Electric Army (Propaganda) 

➢ Hacktivists – Conduct criminal activity to further agenda

• Anonymous Collective (DDoS)

• Islamic Cyber Army

➢ “Script Kiddies”

➢ Criminals

Cyber Threat Actors
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➢ Defacement

➢ Espionage – Competitive advantage

• Nation/Company advancement

➢ Disruption – Nuisance, DDoS, or 

financially motivated (hostage)

➢ Financial 

• Laundering; Credential Theft; Ransomware; 

Underground Market (TOR) 

➢ Inflict Damage and/or Casualties

• Stuxnet

• Black Energy - Ukraine Power Grid

Motivations
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➢ DDoS/TDoS

• Mirai Botnet – East Coast 

Internet of Things

• IoTroop

➢ Doxxing

• Publicly Releasing Personal 

Information

➢ Phishing 

• Sale of Credentials on Dark 

Web

➢ Compromise/Deface websites

➢ Ransomware

Techniques
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➢ Attempts to lure a user to 

provide private information via:

• Email

• Fraudulent Website

• Telephone 

Phishing
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➢ Locks computer, files, file 

names, etc.

➢ Requires ransom be paid usually 

within hours or days; otherwise, 

threatens to permanently delete 

files.  

Ransomware

➢ Infected by opening malicious emails or visiting infected 

websites.

➢ Angler Exploit Kit – An exploitation machine that seeks out 

vulnerabilities on a user’s system.

Ransomware Hostage Rescue Manual  
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➢ Email Spoofing

➢ Requests immediate action  

from finance dept. 

Business Email Compromise
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➢ +1,300% increase in exposed 

losses since 2015

➢ 50 States – Hundreds of millions 

of dollars
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➢ Credentials

• Log-in username 

and password

➢ Money…from you

• Ransom

• Pay for Service

➢ Information

• Medical Data

• Personal Data

• Financial Data

What do they want?
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➢ 0-Day kits for sale

➢ Malware readily available

➢ Sell financial/medical information

➢ Silk Road/Marketplace

➢ Sell PII

➢ Illegal goods

Deep and Dark Web
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➢ WSFC

➢ MS-ISAC

➢ USSS

➢ FBI

• Infragard

➢ IC3

➢ DHS

➢ NIST Framework

Resources
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http://www.wsfc.wa.gov/
https://www.cisecurity.org/ms-isac/
https://www.secretservice.gov/data/investigation/USSS-Cyber-Investigations-Flyer.pdf
https://www.fbi.gov/investigate/cyber
https://www.infragard.org/
https://www.ic3.gov/default.aspx
https://www.dhs.gov/stopthinkconnect
https://www.nist.gov/cyberframework


NIST Framework
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https://www.nist.gov/cyberframework/industry-resources
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C3 Voluntary Program
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Small Business Administration
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➢ Threat actors will continue to seek vulnerabilities = PATCH!

➢ Employees will continue to click on links to get a “Free iPad”

➢ Have a policy in place to verify wire transfer requests

➢ Practice good cyber hygiene

Final Thoughts
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• Change default username and passwords

• Use strong passwords and a password 

manager

• Use multi-factor authentication

➢ Routinely backup data
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QUESTIONS ?
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