












Department Policy No. HR-234-10   Page 7 of 10 

October 1, 2010 

 

6. Annual completion of DoD Information Assurance Awareness CBT (Army and 

Air) 

 

Eligibility and Processing 

A. WMD employees identified by supervisors and documented by HRO as requiring DoD 

network access must follow the steps outlined in the NACI/CAC Application 

Procedures section of this policy. To be allowed access to a DoD network, a WMD 

employee must complete a similar process as a DoD employee.   The process may 

include the application for a DoD user account, completion of initial Annual Computer 

User Training and test and/or other user requirements, acknowledgement of the DoD 

Acceptable Use of the DoD automation system, and the initiation of the NACI, federal 

background investigation.   

 

B. The background investigation documentation is considered confidential and is treated 

as such by all involved in processing.  Personal information contained on forms will 

not be shared with anyone other than the employee and the WAARNG-PSM/ WANG 

ISPM processing the packet.    Completed documents will not be provided to the 

employee's supervisor(s).   

 

C. If a background investigation uncovers unfavorable or derogatory information, the 

WMD State HRO Director will work with the employee and the Military Personnel 

Security Manager to process any required waivers.   

1. If an employee cannot be issued a CAC because of personal history that cannot be 

waivered, the appropriate IT Division Representative will cancel the employee's 

DoD network account.   

2. The State HRO Director and Supervisor of the employee will work to establish an 

alternative work process not requiring DoD network/program access if available.   

3. If an alternate workaround is not available, and the essential functions of the job are 

affected, employees hired on or after September 30, 2010 who have been given 

conditional job offers based on the successful outcome of a screening will be 

terminated.  Employees hired prior to September 30, 2010, will work with their 

supervisor and State HRO Director to determine alternative work assignments.  

 

D. Once an employee no longer needs to connect to a DoD network/program, the CAC 

must be turned in immediately and the network access account revoked.  

a) If the employee with DoD access is terminated for any reason, the CAC is 

collected during the out processing with the State Supervisor.   

b) If the employee no longer requires access to a DoD network, and remains 

employed by the WMD, the supervisor will collect the CAC and deliver the 

unaltered CAC to WMD State HRO.  The unaltered CAC will be returned to 

the point of issuance or closest issuing source. 










